reasons government

agencies need the
cloud to manage data

Here's how government IT departments across the US are using
the cloud to become more secure.

Cloud computing has enormous potential to help government IT departments across the U.S. become more secure. FefdRAMP
requirements for physical, digital, and administrative safeguards are the cornerstone for federal compliance standards, but there are many
facets to consider based on the guidelines established by other entities:

CJIS is designed to secure fingerprint records, background
check information and other criminal justice information
that is stored with or shared between local, state and
federal law enforcement agencies.

HIPAA and the HITECH Act are
U.S. laws that require
healthcare entities to protect
health care information by
executing a Business
Associate Agreement.
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IRS 1075 helps protect the confidentiality
of federal tax returns and related
information (when shared with other fed,
state and local agencies).

—

FERPA is intended to keep student
school records private and gives
parents access and control when
information is released.

The PCI DSS is an information
security standard designed to
prevent credit card fraud through
increased controls around data.

The Enterprise Cloud Service Broker

ensures the security of DoD data SA Enterprise CIoud
through the DISA cloud security model DI . o Broker (ESCB) CSPs receiving the ISO/IEC
(CSM) that defines the security Service bro 27001:2005 standards certificate

must demonstrate that they have
implemented internationally
recognized information security
controls defined in the standards.

requirements cloud providers must
meet before offering services to DoD
Cloud Customers.
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FedRAMP is a mandatory U.S. government Soc1, SOCZ, SSAE 16

program that provides a standardized
approach to security assessment,
authorization and continuous monitoring
for cloud services.

Service Organization Controls (SOC) are a series of accounting
standards that measure the control of financial information for
a service organization. They are covered under the SSAE 16 and
ISAE 3402 professional standards.
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Microsoft offers the most comprehensive cloud solution to address these compliance requirements.
Find out more: www.microsoft.com/government
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